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CMPC Manual Revision Highlights

The U. S. Department of Energy (DOE) Oak Ridge Office (ORO) Classified Matter Protection and Control (CMPC) Manual
was revised to comply with the requirements of DOE Order 471.6, Information Security. The Order does not identify any
significant new requirements, but was issued to correlate with Executive Orders, Code of Federal Regulations (CFR),

National Industrial Security Program Operating Manual (NISPOM), and other national-level policy publications. The CMPC
Manual may be viewed on the DOE-ORO Intranet at the Office of Safeguards, Security and Emergency Management Homepage.
The CMPC Briefing Module 001187 was also revised to comply with DOE O 471.6 requirements, consistent with the ORO
CMPC Manual. The revised ORO CMPC highlights are identified below.

e Added Transclassified Foreign Nuclear Information (TFNI) to the pre-existing three (3) classification categories —
Executive Order 13526 addresses TFNI, which is added to the classification categories. TFNI should be handled as National
Security Information, with portion-marking added. TFNI questions should be directed to the DOE-ORO Classification
Office, (865) 576-2659.

e Updated the DOE No Comment Policy - Update to the No Comment policy (per 10 CFR 1045.22), regarding classified
information in the public domain (Figure XI1-3 of the attached CMPC Manual). The revised policy is more specific than the
previous version and should be reviewed by all employees.

o Updated the Hand-Carry through U.S. Airports directive — The Transportation Security Administration (TSA) cancelled
FAA Circular #AC-108-3, 11/6/81, which provided guidance on the authorized hand-carrying process for transport of
classified information through U.S. airports. Reference the new TSA guidance on hand-carrying of classified information
aboard U.S. Commercial Airlines as Figure XII-4 in the CMPC Manual. Contact the ORO CMPC Program Manager at
(865) 576-6963 prior to the hand-carrying of classified information through U.S. airports, and become familiar with the new
TSA directive.

e Updated ORO Need-to-Know Form — The DOE-ORO Need to Know Form, OR 5635.4-4, was revised to comply with
changing requirements on approvals for access to selected programs (e.g., Weapon Data, Centrifuge).

o Updated the References section to reflect the most recent DOE Order number revisions.
e Linked to the revised DOE Marking Guide.

e Updated DOE-ORO Organizational names (e.g., Information Resources Management Division [IRMD] to Facilities,
Information and Reservation Management Division [FIRMD]).

e Updated the Information Security Officers Listing (Appendix B).

Reiterated security measures while in interim space at buildings 545, 2714, 2715, and 1916 T-2.

If you have any questions, please contact Linda Eble, DOE-ORO CMPC Program Manager, at (865) 576-6963.



