NOTICE TO EMPLOYEES AND CONTRACTORS
CONCERNING SAFEGUARDING OF CLASSIFIED INFORMATION
AND USE OF GOVERNMENT INFORMATION TECHNOLOGY SYSTEMS

The recent disclosure of U.S. Government documents by WikiLeaks has resulted in damage to our
national security. Each federal employee and contractor is obligated to protect classified information
pursuant to all applicable laws, and to use government information technology systems in accordance
with agency procedures so that the integrity of such systems is not compromised.

Unauthorized disclosures of classified documents (whether in print, on a blog, or on websites) do not
alter the documents' classified status or automatically result in declassification of the documents. To
the contrary, classified information, whether or not already posted on public websites or disclosed to the

media, remains classified, and must be treated as such by federal employees and contractors, until it is

declassified by an appropriate U.S. Government authority." Executive Order 13526, Classified National
Security Information (December 29, 2009), Section 1.1.(c) states, "Classified Information shall not be declassified

automatically as a result of any unauthorized disclosure of identical or similar information.""

Federal employees and contractors therefore are reminded of the following obligations with respect to
the treatment of classified information and the use of non-classified government information
technology systems:

e Except as authorized by their agencies and pursuant to agency procedures, federal employees or
contractors shall not, while using computers or other devices (such as Blackberries or Smart
Phones) that access the web on non-classified government systems, access documents that are
marked classified (including classified documents publicly available on the WikiLeaks and other
websites), as doing so risks that material still classified will be placed onto non-classified
systems. This requirement applies to access that occurs either through agency or contractor
computers, or through employees’ or contractors’ personally owned computers that access non-
classified government systems. This requirement does not restrict employee or contractor
access to non-classified, publicly available news reports (and other non-classified material) that
may in turn discuss classified material, as distinguished from access to underlying documents
that themselves are marked classified (including if the underlying classified documents are
available on public websites or otherwise in the public domain).



e Federal employees or contractors shall not access classified material unless a favorable
determination of the person's eligibility for access has been made by an agency head or the
agency head's designee, the person has signed and approved non-disclosure agreement, the
person has a need to know the information, and the person has received contemporaneous
training on the proper safeguarding of classified information and on the criminal, civil, and
administrative sanctions that may be imposed on an individual who fails to protect classified
information from unauthorized disclosure.

e C(lassified information shall not be removed from official premises or disclosed without proper
authorization.

e Federal employees and contractors who believe they may have inadvertently accessed or
downloaded classified or sensitive information on computers that access the web via non-
classified government systems, or without prior authorization, should contact their information
security offices for assistance.

Thank you for your cooperation, and for your vigilance to these responsibilities.
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